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PAPER

Risk Research on Blockchain Technology in Interactive 
Mobile Hospitals Based on the Entropy Method

ABSTRACT
This paper aims to study the risk situation of blockchain technology in interactive mobile 
hospitals. With the development of blockchain technology, interactive mobile hospitals 
have begun to use blockchain technology to empower technological capabilities in aspects 
such as diagnosis and treatment management, data security, and sharing. Firstly, by refer-
ring to relevant literature, this paper identifies that the existing risks include technical risks, 
privacy risks, compliance risks, management and operation risks, as well as cognitive and 
acceptance risks. Then, the entropy method is used to analyze the weights of these risks, and 
the fuzzy comprehensive evaluation (FCE) method is applied to calculate the risk levels. The 
calculation results show that the overall risk score of blockchain technology in interactive 
mobile hospitals is 63.3705, among which the technical risk score is 59.3491, the management 
and operation risk score is 59.8643, the privacy risk score is 65.8097, the compliance risk score 
is 64.1854, and the cognitive and acceptance risk score is 69.2427. This study conclusion is that 
the degree of risk of blockchain technology in interactive mobile hospitals is between general 
and high. Among them, technical risks and management and operation risks are between low 
and general, while privacy risks, compliance risks, and cognitive and acceptance risks are 
between general and high. Finally, this paper puts forward corresponding countermeasures 
and suggestions based on the risk conclusions. This paper hopes that the interactive mobile 
hospital industry can strengthen risk management in aspects such as enhancing technologi-
cal research and development, protecting privacy, improving laws and regulations, optimiz-
ing management processes, and increasing the awareness of all parties so as to promote the 
healthy and stable development of the entire mobile medical industry.
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1	 INTRODUCTION

An interactive mobile hospital refers to a new medical service model in which 
a hospital breaks away from the traditional hospital operation model. Through 
Internet technology, using mobile terminals such as smartphones, tablets, and VR 
as carriers, and relying on touch interaction technology, voice interaction technol-
ogy, and virtual reality technology, it provides patients with convenient medical 
services. It extends some functions of the hospital to patients’ mobile terminals such 
as smartphones, tablets, and VR, achieving the mobility and convenience of med-
ical services. The emergence of interactive mobile hospitals has broken the time 
and space limitations of traditional medical services, providing patients with more 
convenient and efficient medical services. The birth of blockchain technology has 
provided a new technical route and method for the management and operation of 
interactive mobile hospitals [1].

Firstly, blockchain technology ensures the sharing and security of data in inter-
active mobile hospitals.

Blockchain technology uses encryption technology and distributed ledger tech-
nology to establish a unified, secure, and reliable storage and sharing platform 
among different interactive mobile hospitals. For example, when a patient seeks 
medical treatment in different hospitals, data such as his diagnosis results can be 
shared between different hospitals through blockchain technology [2].

Secondly, blockchain technology facilitates telemedicine in interactive mobile 
hospitals.

Blockchain has powerful encryption technology and identity authentication 
mechanisms. Patients and doctors do not need to worry about data leakage during 
remote diagnosis, treatment, and consultation. When patients seek medical treat-
ment in different interactive mobile hospitals, remote doctors can quickly obtain 
patient’s past medical histories, historical examination reports, and other informa-
tion through blockchain technology, improving the efficiency and quality of patient’s 
medical treatment [3].

Thirdly, blockchain technology facilitates the auditing and supervision of the 
entire diagnosis and treatment process.

The transparency and traceability of blockchain technology enable patients to 
clearly understand the usage of their medical data and the execution process of 
medical services. More importantly, the immutability and traceability of blockchain 
can record information such as the operational behaviors of medical staff and 
medical decisions, which is convenient for the supervision and auditing of medical 
quality [4].

2	 NOUN	DEFINITIONS	AND	RELATED	THEORIES

2.1	 Definition	of	blockchain

Nakamoto’s paper “Bitcoin: A Peer-to-Peer Electronic Cash System” is a classic 
document on blockchain technology. It marks the birth of Bitcoin and also makes 
blockchain technology begin to attract people’s attention [5].

https://online-journals.org/index.php/i-jim
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The hierarchical architecture of blockchain is shown in Figure 1.

The Hierarchical
Structure of
Blockchain 

User Interface, API, etc.

Data tokens, rules, logic, etc.

Incentive guarantee mechanism, incentive
distribution mechanism, etc. 

PoW, DPoS, PBFT, DBFT, etc.

P2P protocol, data verification protocol, etc. 

Hash function, block structure, chain structure, etc. 

Application Layer 

Smart Contract Layer 

Incentive Layer 

Consensus Layer 

Network Layer

Data Layer

Fig. 1. Hierarchical architecture of blockchain

2.2	 Progress	of	medical	informatization

Taking China as an example, this paper lists various policies issued successively 
since 2017. The introduction of these policies has consolidated the informatization 
foundation of smart healthcare and promoted the healthy development of Internet-
based medical services [6].

Since 2017, the National Health Commission of China has successively introduced a 
five-year plan for the development of national population health informatization, stan-
dards for health care big data, management measures for security and services, standards 
for the informatization construction of primary medical institutions, a standard system 
for the classification and evaluation of smart hospital services, as well as various sys-
tems and documents such as improving the appointment and diagnosis system and 
strengthening the construction of smart hospitals. In 2018, the State Council also issued 
guidelines to promote the development of “Internet + Medical Health” [7], [8].

The introduction of these policies has played a positive role in improving the 
quality of medical informatization services, innovating new medical service models, 
strengthening the supervision of the medical industry, and promoting the healthy 
and stable development of medical informatization [9].

2.3	 Entropy	method	and	FCE	method

This paper uses the entropy method and the fuzzy comprehensive evaluation 
(FCE) method to calculate the risks. The main reason is that they can complement 
each other. The entropy method is suitable for the situation where there is a certain 
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correlation between the indicators. It can dig out the importance of the indicators 
through the analysis of the data. The FCE method is suitable for the situation where 
the evaluation objects are fuzzy and difficult to be described by accurate numerical 
values, as well as the situation where there are many evaluation indicators and the 
hierarchical structure is complex [10].

Therefore, combining the entropy method with the FCE method can use the objec-
tivity of the entropy method to correct the subjectively determined weights in the FCE 
method, making the determination of weights more reasonable, and can more com-
prehensively and accurately deal with the complex problems in risk assessment [11].

3	 RESEARCH	METHODS

3.1	 Risk	identification

After referring to the relevant literature, this paper finds that the application of 
blockchain technology in interactive mobile hospitals has the following risks.

•	 Technical risks: Blockchain technology itself is still in the stage of continuous 
development and improvement, and its application in the medical field has not 
yet formed a mature technical system and solution. For example, there may be 
performance bottlenecks, making it difficult to meet the needs of rapid storage 
and retrieval of a large amount of data in hospitals, resulting in slow system 
response and affecting the efficiency of medical work [12].

	 	 Medical data comes from a wide range of sources and has various formats, 
and the data standards among different medical institutions are not unified. This 
makes it difficult to integrate the data onto the blockchain, affecting the interop-
erability and sharing value of the data [13].

	 	 Therefore, this paper believes that the application of blockchain technology in 
interactive mobile hospitals has technical risks.

•	 Privacy risks: Although blockchain encryption technology can enhance the 
privacy of data, there may still be risks of privacy leakage in practical applica-
tions [14].

	 	 During the sharing process of medical data in interactive mobile hospitals, due 
to improper permission management, patients’ data may be accessed by unau-
thorized personnel [15].

	 	 Therefore, this paper believes that the application of blockchain technology in 
interactive mobile hospitals has privacy risks.

•	 Compliance risks: Application of blockchain technology in the medical field 
involves many legal and regulatory issues, such as patient privacy protection, 
data security, medical ethics, etc., and the current relevant laws and regulations 
are not yet perfect. When hospitals use blockchain technology, they may face 
compliance risks, such as whether the use and sharing of data meet the require-
ments of laws and regulations and the legal validity of smart contracts [16].

	 	 Therefore, this paper believes that the application of blockchain technology in 
interactive mobile hospitals has compliance risks.

•	 Management and operation risks: Operational errors or violations by hospital 
internal staff may pose risks to the blockchain system. For example, employees 
may cause data errors due to mis-operations or violate access control regulations, 
resulting in the leakage of patients’ data. In addition, the hospital’s insufficient 
management and maintenance capabilities of the blockchain system may also 
affect the stable operation of the system [17].

https://online-journals.org/index.php/i-jim
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	 	 The initial implementation of blockchain technology in hospitals requires a 
large amount of capital investment from the hospital for the procurement of soft-
ware and hardware, personnel training, etc., and also requires operation and 
maintenance costs in the later stage [18].

	 	 The application of blockchain technology in hospitals often requires cooper-
ation and coordination among multiple institutions, such as different hospitals, 
pharmaceutical companies, insurance companies, etc. If the interests of all 
parties are inconsistent during the cooperation process, problems such as weak 
willingness to share data and poor communication will occur, thus affecting the 
promotion and implementation of blockchain projects [19].

	 	 Therefore, this paper believes that the application of blockchain technology in 
interactive mobile hospitals has management and operation risks.

•	 Cognitive and acceptance risks: Most patients have limited knowledge of block-
chain technology and may be worried about storing their medical data on the 
blockchain, fearing that the security and privacy of the data cannot be guaranteed, 
thus affecting the promotion and application of blockchain in the medical field [20].

	 	 Some medical staff may have a low acceptance of new technologies, lack rel-
evant technical knowledge and operation skills, and be unwilling to change the 
existing work processes and models, thus having a resistant attitude towards the 
application of blockchain technology in hospitals [21].

	 	 Therefore, this paper believes that the application of blockchain technology in 
interactive mobile hospitals has cognitive and acceptance risks.

3.2	 Risk	analysis

To sum up, the risk model is established as shown in Table 1. For the scoring table 
of the risk model, it is planned to adopt the form of an online questionnaire.

Table 1. Risk model

First-Level Index Second-Level Index Very High/Relatively High/
General/Relatively Low/Very Low

Technical Risks •	 Node Security Risk
•	 Inconsistent Data Standards Risk
•	 Smart Contract Vulnerabilities Risk

Privacy Risks •	 Privacy Protection Risk
•	 Identity Verification Risk

Compliance Risks •	 Legal and Regulatory Risk
•	 Supervision Risk

Management and 
Operation Risks

•	 Internal Management Risk
•	 Cost Input Risk
•	 Cooperation and Coordination Risk

Cognitive and 
Acceptance Risks

•	 Insufficient Patient Awareness Risk
•	 Insufficient Acceptance by Medical Staff Risk

A total of 30 scoring experts are planned to be selected. Among them, five pro-
fessors from the School of Computer Science in universities will be selected, five 
technical experts from blockchain companies will be selected, five engineers from 
the construction party of the interactive mobile hospital system will be selected, 
seven staff members from the interactive mobile hospital will be selected, and eight 
patients will be selected. The situation of expert selection is shown in Table 2.
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Table 2. Situation of expert selection

Expert Type Position Quantity

School of Computer Science in Universities Professor 5

Blockchain Company Technical Expert 5

Construction Party of Interactive Mobile Hospital System Engineer 5

Interactive Mobile Hospital Staff 7

Patient None 8

3.3	 Risk	evaluation

On February 20, 2025, 30 experts used the entropy method to score each risk 
indicator respectively. The calculation results of the entropy method are shown 
in Table 3.

Table 3. Calculation results of the entropy method

First-Level Index Weight Second-Level Index Entropy Value Difference 
Coefficient Weight Comprehensive  

Weight

Technical Risks .2276 •	 Node Security Risk
•	 Inconsistent Data Standards Risk
•	 Smart Contract Vulnerabilities Risk

.9435

.9619

.9471

.0565

.0381

.0529

.3833

.2580

.3588

.0872

.0587

.0817

Privacy Risks .1391 •	 Privacy Protection Risk
•	 Identity Verification Risk

.9613

.9485
.0387
.0515

.4286

.5714
.0596
.0795

Compliance Risks .1356 •	 Legal and Regulatory Risk
•	 Supervision Risk

.9533

.9589
.0467
.0411

.5317

.4683
.0721
.0635

Management and 
Operation Risks

.2620 •	 Internal Management Risk
•	 Cost Input Risk
•	 Cooperation and Coordination Risk

.9589

.9364

.9349

.0411

.0636

.0651

.2422

.3745

.3833

.0634

.0981

.1004

Cognitive and 
Acceptance Risks

.2357 •	 Insufficient Patient Awareness Risk
•	 Insufficient Acceptance by Medical 

Staff Risk

.8995

.9477
.1005
.0523

.6576

.3424
.1550
.0807

In the FCE of this paper, five levels of evaluation comments are set for each indi-
cator, that is, V = [V1, V2, V3, V4, V5] = [Very High, Relatively High, General, Relatively 
Low, Very Low], and the assigned values are V = [100, 80, 60, 40, 20]. Thirty experts 
score the indicators, establish a single-factor FCE, and the calculation results are 
shown in Table 4 as follows.

Table 4. Results of experts’ scoring

V1 V2 V3 V4 V5

Node Security Risk 2 6 10 9 3

Inconsistent Data Standards Risk 4 7 10 8 1

Smart Contract Vulnerabilities Risk 2 8 10 7 3

Privacy Protection Risk 8 8 6 7 1

Identity Verification Risk 4 7 11 5 3

Legal and Regulatory Risk 3 9 8 8 2

(Continued)
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V1 V2 V3 V4 V5

Supervision Risk 3 14 5 6 2

Internal Management Risk 4 8 11 5 2

Cost Input Risk 4 6 7 10 3

Cooperation and Coordination Risk 5 3 9 10 3

Insufficient Patient Awareness Risk 9 9 4 8 0

Insufficient Acceptance by Medical Staff Risk 3 10 8 6 3

Evaluation vector of technical risk
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Evaluation vector of privacy risk
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Evaluation vector of compliance risk
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Evaluation vector of management and operation risk
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Evaluation vector of cognitive and acceptance risk
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Furthermore, the fuzzy membership matrix of the first-level indicators can be 
obtained as follows:

 R �
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Table 4. Results of experts’ scoring (Continued)
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The weight vector of the first-level indicators calculated by the entropy method 
previously.

 W = (0.2276, 0.1391, 0.1356, 0.2620, 0.2357) 

Multiply the weight vector of the first-level indicators by the fuzzy membership 
matrix of the first-level indicators to obtain the overall evaluation vector.

 B = WR = (0.1520, 0.2586, 0.2652, 0.2542, 0.0700) 

According to the overall evaluation vector and the grade score vector, calculate 
the evaluation score using F = VBT.

 F VBT�

�

�

�
�
�
�
�
�

�

� ( )

.

.

.

.

.

100 80 60 40 20

0 1520

0 2586

0 2652

0 2542

0 0700��

�
�
�
�
�
�

� 63 3705.  

After calculation, the overall score values are shown in Table 5.

Table 5. Results of risk score

Indicator Risk Risk Score

Second-level Index •	 Node Security Risk
•	 Inconsistent Data Standards Risk
•	 Smart Contract Vulnerabilities Risk
•	 Privacy Protection Risk
•	 Identity Verification Risk
•	 Legal and Regulatory Risk
•	 Supervision Risk
•	 Internal Management Risk
•	 Cost Input Risk
•	 Cooperation and Coordination Risk
•	 Insufficient Patient Awareness Risk
•	 Insufficient Acceptance by Medical Staff Risk

56.6667
63.3333
59.3333
70.0000
62.6667
62.0000
66.6667
64.6667
58.6667
58.0000
72.6667
62.6667

First-level Index •	 Technical Risks
•	 Privacy Risks
•	 Compliance Risks
•	 Management and Operation Risks
•	 Cognitive and Acceptance Risks

59.3491
65.8097
64.1854
59.8643
69.2427

Overall •	 Overall Risk 63.3705

4	 CONCLUSIONS	AND	SUGGESTIONS

4.1	 Conclusions

According to the above research results, the risk score of blockchain technology 
in interactive mobile hospitals is 63.3705, and the risk level is between general and 
relatively high.

Among them, the technical risk score is 59.3491, and the management and oper-
ation risk score are 59.8643. The risk levels are between relatively low and general.

https://online-journals.org/index.php/i-jim
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The privacy risk score is 65.8097, the compliance risk score is 64.1854, and the 
cognitive and acceptance risk score is 69.2427. The risk levels are between general 
and relatively high.

4.2	 Suggestions

Based on the above research conclusions, the following risk response measures 
are proposed.

•	 Response measures for technical risks: Interactive mobile hospitals should 
establish a real-time monitoring system to monitor the actual operation status 
of blockchain technology in hospital diagnosis and treatment and other links in 
real time. Potential problems should be detected and solved in a timely manner 
to ensure its stable and reliable operation [22].

•	 Response measures for privacy risks: Data should be encrypted during the 
transmission process in interactive mobile hospitals to ensure that there is no 
data leakage. In addition, hospitals should also establish strict data access rights, 
and configure different roles and rights according to users’ usage situations to 
ensure data security [23].

•	 Response measures for compliance risks: Interactive mobile hospitals should 
pay close attention to laws, regulations, and policies strengthen the compliant 
operation of the application of blockchain technology in the field of interactive 
mobile hospitals. In terms of data protection, safe operation, and the division of 
medical responsibilities, it is necessary to ensure that all applications of block-
chain technology in hospitals comply with the requirements of laws and regula-
tions [24].

•	 Response measures for management and operation risks: Interactive 
mobile hospitals should establish a cross-departmental coordination mechanism 
to strengthen communication and collaboration among different departments 
and departments. At the same time, it is also necessary to optimize the entire 
business process, comprehensively sort out and optimize the hospital’s busi-
ness process, so that the application of blockchain technology in the hospital can 
achieve the unity of convenience and practicality [25].

•	 Response measures for cognitive and acceptance risks: Interactive mobile 
hospitals should publicize the application advantages and security of block-
chain technology to doctors and patients through various channels, such as 
the hospital’s official website, WeChat official account, Douyin and other social 
media, and electronic promotional brochures, so as to improve their awareness 
and understanding of blockchain technology and enhance their acceptance. In 
addition, it is also necessary to timely collect the opinions and suggestions of 
doctors and patients on the application of blockchain technology in interactive 
mobile hospitals. And according to the feedback information, the system should 
be continuously optimized and improved in a timely manner [26].
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